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November 29, 2012 
 
The Villages Sumter  
County Service Center 
Suite 200 
7375 Powell Road,  
Wildwood, FL 34785 
 
Re: RFP # 025-0-2012/AT 
       Scope of Work / Pricing  
       
 
Scanning America, Inc. is pleased to forward the enclosed requested Scope of Work and 
Pricing for the Scanning and Attribution/Indexing of Paper Files for Public Works 
Division for Sumter County.  
 
Mr. Terry Borovitcky has written the response and is authorized to provide any 
clarifications required.     
 
All SAI’s proposed terms, including prices, will remain in effect for a minimum of Thirty   
(30) Days from the proposal date. 
 
Inspection and Acceptance of Images/Database. All unacceptable images, filenames, 
directory names or entire batches will be corrected at no additional cost to Sumter County 
for a period of twelve (12) months after images are delivered.   
 
If there are any questions regarding our proposal please do not hesitate to contact the 
following individual: 
 
Terry Borovitcky  
Director of Sales, Southeast Region  
Scanning America, Inc.  
150 W Flagler Avenue 
Suite 150 
Miami Florida 33130 
404-824-6633  
terry@scanningamerica.com 
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Corporate Background    
 
Scanning America, Inc. (hereinafter referred to as Scanning America or SAI) is pleased 
to submit the following proposal to Sumter County (hereinafter referred to as Sumter 
County or SC) for the Scanning and Attribution/Indexing of Paper Files. Scanning 
America is recognized for world-class leading edge technology in the area of scanning, 
digitization, conversion, indexing, and vaulting of business critical based documentation.  
To maintain the aforementioned technologies, Scanning America utilizes state-of-the-art 
equipment, with the capacity to scan and index 500,000 images per day.  
 
Scanning America, Inc. was founded in 1989 as a national provider of document 
conversion services. Since 1989, Scanning America, Inc. has converted over a billion 
documents of all types into electronic format. Scanning America, Inc. is a privately held 
company of approximately 110 employees, with on-site ownership. Scanning America, 
Inc. has three locations engaged in document conversion services. Scanning America, 
Inc.’s headquarters is located in Lawrence, Kansas. Scanning America, Inc. also has 
offices in Miami FL, Atlanta, GA and Springfield MO.  

 
In conjunction with scanning, Scanning America, Inc. also provides indexing of 
documents into a wide variety of formats. Scanning America, Inc. has converted 
documents and formatted index data for import into most all widely used document 
management software applications and hundreds more of proprietary systems. Scanning 
America, Inc.’s technical staff members are to develop tools designed to maximize the 
quality and efficiency of scanning projects. 
 
Since its inception, Scanning America, Inc. has completed a wide variety of types of 
conversion projects. These projects have included such challenges as: mixed media types, 
mixed document qualities, mixed film densities, aggressive schedules, remote service 
locations, and complex, non-intuitive indexing requirements.  
 
Scanning America, Inc. has personnel on staff that understands and can maintain 
imaging/scanning equipment. This depth of knowledge about the scanning equipment 
allows Scanning America, Inc. to maximize the capabilities of the equipment. 
Scanning America, Inc. not only provides scanning services at its production facilities, 
but also mobilizes its staff and personnel all over the country to provide on-site scanning 
services. 
 
Scanning America, Inc. is a member in good standing and exhibits nationally with the 
following organizations: AIIM (Association for Information and Image Management) 
and ARMA (Association of Records Managers and Administrators).  More information 
about Scanning America, Inc. is available at http://www.scanningamerica.com. 
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Project Organization  

Overview  

The successful completion of the backfile conversion will be a challenging project 
requiring the development of a comprehensive strategy, an experienced team, extensive 
planning, and sound execution. Scanning America is familiar with the project 
requirements and will apply our proven methodologies. This experience has been gained 
from successfully implementing imaging solutions for several large clients, a number of 
which include other projects similar to the Sumter County conversion. The result of this 
work is a customized approach and implementation plan that, when executed, will result 
in the successful delivery of the imaging solution for Sumter County.  

Scanning America will employ its proven Project Management Methodology called 
eProject. Sumter County will directly benefit from SAI’s established techniques and tools 
for project planning, tracking, status reporting, and overall project management. Our 
solution allows all members of the team and stakeholders (SAI and Sumter County) to 
track the workplan, deliverables, issues, changes, and contract modifications throughout 
the life of the project.  

SAI understands that this project comprises separate stages. Our project workplan follows 
this approach and contains the necessary tasks to complete these stages. Our project 
workplan will be developed in Microsoft Project and will be updated on a regular basis.  

Project Office Setup and Requirement Confirmation 

At the outset of the project, project team members will be identified and their roles and 
responsibilities for the project will be finalized. SAI’s project manager and Sumter 
County’s Project Manager will review and finalize the work plan and key milestone dates 
will be confirmed. 

Sumter County will confirm the project objectives, scope, and implementation strategy 
and the final project plan will be submitted for approval. The project will officially start 
with a kickoff meeting. Not only the project team but also key project sponsors will 
attend this meeting. The meeting will set the stage for the project by highlighting the 
project’s importance to the overall business goals and management’s commitment to the 
project.  

Project Manager  
Upon contract award, SAI’s project manager shall meet with the assigned Sumter County 
staff to discuss and jointly develop a plan for the imaging of Sumter County’s files and 
drawings.    
 
Scanning America’s Project Manager is authorized and empowered to make binding 
commitments relating to the project and Scanning America’s scope of activities (but not 
necessarily relating to the terms and conditions of the contract)   
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Staffing Plan 

SAI understands the importance of forming a comprehensive staffing plan, which means 
starting with the right team. The SAI staffing plan for Sumter County is derived from our 
experience, the current state of technology, our understanding of the project 
requirements, and effective strategies to manage and mitigate staffing risk. We know we 
must create a team to provide the depth and breadth of planned and required resources.  

 The project’s status is reviewed continually and reported frequently. Upon Request SAI 
will conference with Sumter County’s Project Manager to report on the overall project 
status, key issues, and plans for the following reporting period.  

Employment Policy 
Scanning America seeks to attract and retain individuals who share our company vision 
and who will make a significant contribution to our organization. Positions are filled by 
means of open competition where the selection is based on job related skills, training, and 
experience. Applicants for employment are selected solely on the basis of qualifications 
and without regard to race, religion, national origin, sex age, handicap or veteran status.  

It is Scanning America’s policy to conduct criminal background investigations for all 
employees.  SAI take into account any convictions that may have occurred, especially 
those over the last seven years.  In addition, SAI may be required by certain job 
requirements to conduct a credit check, education, or motor vehicle report. 

Scanning America also conducts thorough reference checks with previous employers. 

Scanning America maintains a Drug-Free Workplace in accordance with all applicable 
State and Federal regulations. 

Confidentiality  
SAI’s management understands the sensitive nature of Sumter County files. Our staff 
members and employees agree to maintain as confidential all individually identifiable 
information regarding Sumter County files. All information obtained by SAI for the 
Sumter County conversion shall be maintained in accordance with state and federal law. 
  
SAI shall have on file a confidentiality agreement signed by all SAI employees who have 
access to the records being scanned.         
 
Privacy and Security   
We understand the sensitivities and the seriousness associated with the privacy of 
healthcare data. We also understand that covered entities are required to contract with 
business associates that will also be handling individually identifiable healthcare data and 
those policies and procedures must be put in place in order to ensure the privacy and 
security of such data.  
 
We have established "logging" mechanisms that will document access to protected 
information.  
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We have established procedures to receive and resolve complaints, plus sanctions for 
employees who fail to comply with privacy policies. SAI takes non-compliance with 
privacy policies seriously, and promotes a zero tolerance policy. We have also 
established physical safeguards for information, including protection around electronic 
processing and storage.   
 
 
Security / Back-up Services    
Security is a topic of concern for all of our customers and a matter that our executive 
management team is continually reviewing to ensure that we are taking all necessary 
steps to protect our customer’s data and our systems from being compromised.  We 
address levels of security including but not limited to physical security, access control, 
telecommunications, and data security.  
 
The Scanning America facilities incorporate the highest levels of technology available to 
provide the most secure environment for your document management needs. Security and 
fire systems are monitored twenty-four hours a day, seven days a week by a central 
station.  
 
Scanning America backs up 100% of data every 24 hours, 7 Days a week. Delivered data 
is also backed up for archival purposes. In our document capture environment, images are 
scanned to directories named for the batch number. Batches are accumulated to 
approximately 500Mb, and then copied to servers. Each image is then decompressed to 
ensure that a valid image has been backed up. When the backup is secure, the files are 
deleted from the original hard drive of the scanner. In our hosting environment, nightly 
incremental backups are performed using a backup utility and backup program.  Full 
backups are completed on a nightly basis. The backup optical media are stored in a secure 
off-site facility for restoration in the event of a disaster at our primary data center.  
 
Training 
Scanner operators have been trained in the operation of the specific hardware and 
software used for the project. Included in this training are procedures for scanner light 
and belt speed calibration.  
 
Since document preparation will be a key element in both indexing and project control, 
Document prep staff will also receive training in the unique requirements of this project. 
 
While all projects are controlled through standard SAI job tracking logs, additional 
training will be provided to prep, scanning, indexing and processing staff to insure 
concurrence with the special Control Methodology.  
 
Customer Service  
Our customer service statement is "Our customer’s satisfaction is ultimately our success".  
We are a dedicated and professional team focused on excellent customer service.  Our 
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customer service mission is to provide a comprehensive set of services that enable our 
customers to succeed.  Our strategy for achieving this mission is as follows:  
 
First, we will listen carefully in an effort to understand and respond to our customers’ 
individual needs every day, in every way.  
 
Second, we are committed to exceeding expectations for performance and service. This 
commitment touches all aspects of our organization from superior consulting, 
programming and on-time delivery, to responsive communication and expert technical 
support.  
 
Third, we focus our technical expertise on providing the highest quality of service and 
support solutions that add value to customer operations. 
 
Customer service begins with customer account services representative and extends 
throughout the organization.  The account manager and the implementation team work 
very closely as a team in conjunction with the customer’s project team to ensure the goals 
of the project are met, and continue to work with the customer after the system has been 
placed into production ensure the system continues to meet their needs.  This ongoing 
interaction provides valuable feedback throughout the organization and ensures the 
success of the relationship. 
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Technical Approach  
 
Project Summary / General Overview 

Conceptually, this project involves the on site conversion of Sumter County’s critical 
files from paper to digital images and the import of the files into EMC 
AppXtender/WebXtender to allow the retrieval of those images. This is the dominant 
methodology in records management today, and the concept has been implemented 
innumerable times in many diverse organizations. What distinguishes this project is the 
total number of records, the throughput volume, the turnaround time and the level of 
quality required. SAI has developed process and procedures to conduct and validate a 
proof of concept on the implemented solution. Scanning America acknowledges that 
meeting these goals will require a thorough understanding of Sumter County’s 
requirements as well as a set of processes and procedures which, if implemented 
correctly, will result in the achievement of Sumter County’s goals. 
 
eProject Management 
We have custom-created our own project management software, called eProject.  After 
over ten years in the scanning business, we had been unable to find software that could 
manage all of the intricacies of scanning projects, and therefore decided to write our own.  
eProject is used to control projects from the moment we take custody of the documents,  
up until when the final product is delivered and the originals are returned or destroyed. 
 
Upon contract award, SAI will generate bar-coded labels that will be placed on every box 
or file containing records. These labels will include the project number we assign to this 
project, location from which the documents are received as well as a unique box number.  
In eProject we will enter every box number.  This is a particular advantage in the event 
that the Sumter County should need a record scanned on-demand or returned, we would 
be able to locate the record very quickly. 
 
eProject is also our single repository to project specifications.  This allows anyone in our 
organization who is working on the project to have ready access to the specifications, 
anywhere in the facility.  This is particularly advantageous if things are discovered that 
necessitate a modification to the specification, because no one has to locate traditional 
paper work orders, rather they just look at eProject. 
 
eProject is also where we monitor the progress of the project.  With a few mouse clicks 
we are able to check the status of the project.  We can tell what records have been 
inspected, scanned, indexed, post-processed, QC’ed, delivered, etc.  We also track which 
operators performed each of these functions and what equipment they used.  This gives 
us the advantage of being able to look at the work of particular individuals and to look at 
the performance of particular pieces of equipment. 
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Emergency Retrieval Services   
SAI shall return a requested document upon receipt of a retrieval request from the Sumter 
County’s project manager. SAI shall provide emergency phone number(s) and contact 
person(s) to Sumter County’s project manager and provide updates should any of the 
information change during the term of the contract. 
 
Sumter County shall have access to all files/documents while in Scanning America 
possession. Sumter County shall give advance notice to the SAI for the purpose of 
viewing, retrieval, or audit of files/documents that are in the SAI’s possession. To 
expedite requests for rush retrievals, the SAI may utilize facsimile transmission or scan 
and e-mail document(s) to Sumter County. 

Workflow 

SAI will ensure that the scope of the project is properly identified and documented prior 
to the production phase. Physical document handling procedures will be established, 
tested, and approved before production begins. Our operational procedures will be used 
during this phase of the project, requiring that parameters be established and entered into 
the profile before indexing or scanning commences. Once entered, all work is queued 
automatically to each station in the appropriate order for processing based on scanning, 
indexing and electronically transferring images in a timely manner. This eliminates errors 
brought about when operators miss steps or process documents out of order. 

Parameters include: 

 Database requirements. Index attributes are defined and appropriate fields are 
created, including field length, alphanumeric, validation, and/or pull-down lists of 
pre-defined values and barcodes.  

 Scanning requirements. Scanning resolution, page orientation, despeckling, 
barcoding, and the like, are identified and entered. 

 Quality control. Index and image QC requirements are executed and refined as 
necessary.  

 Rejected indexes or images are processed. Basic reasons for rejection include 
index data entry error, missing index information, and image quality (too light or 
too dark). Once a reason is chosen, the document and its index are routed 
automatically to the appropriate queue for re-processing. This also creates an error 
report for system reporting purposes. 

 Reindex. Documents are routed to the reindex queue if they are rejected at QC. 
The station operator sees the reason for rejection and re-keys the appropriate data. 

 Rescan. Documents are routed to this queue if they are rejected at QC. The 
station operator sees the reason for rejection and rescans the document after 
adjusting the scan parameters to solve the problem. 
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 Batch processing. Batch processing is used wherever possible for speckle 
removal, rotation, barcoding, file format conversion, and the like, in the 
appropriate order.  

 Output format and media. Once documents complete all steps and pass QC, 
they are automatically routed to post-processing for conversion to the proper 
electronic format and they are written to the appropriate media. 

 Workflow reporting. The workflow reporting system tracks each stage of the 
process, including the queues the document has completed, time and date stamp, 
operator ID, rejections and their reasons, and operator throughput performance. 
Reports can be produced for problem solving and metrics.  

Quality assurance. Scanning America will assist with ongoing quality assurance 
activities as negotiated. This activity includes system oversight activities such as: 
troubleshooting, reporting, document preparation procedures, equipment preventive 
maintenance schedules, and disaster recovery assistance. 

Conversion Methodology 

Sumter County intends to convert most, if not all, of their existing paper records to 300 
dpi, multi-image pdf files. Each of the converted images will be renamed and be 
represented by a record containing a series of fields which uniquely identify that set of 
images. The images and index files are to be delivered to Sumter County via electronic 
media such as DVD or external USB Drive. Scanning America will create an import file 
for EMC AppXtender/WebXtender.   
 
Documents may be of several different sizes up to “E-Size” drawings and varying paper 
types. The documents may be both simplex and duplex. All pages with data present will 
be captured.    
 
Converting existing information  
SAI will assist Sumter County develop and implement standards, process and procedures, 
flowcharts and diagrams which identify all processes, logs and instructions to handle 
pulling documents for manifest creation and verification, design document pulling 
strategy, batching, and removal. Outlined below are the procedures that will be provided 
by Scanning America, Inc. in converting the Sumter County backfile conversion 
documents to raster images. 

Document Pulling Procedures 

SAI has develop and implement standards, process and procedures, which identify all 
processes, logs and instructions to handle pulling documents for manifest creation and 
verification, design document pulling strategy, batching, and removal. 

Document Preparation Procedures 

Prior to scanning, documents must be processed to improve scanning throughput and 
provide for indexing and document tracking. This process is the most important stage in 
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assuring legible, correctly indexed images. Almost all failures in quality control can be 
traced to improper document preparation.  
 
Document preparation for this project will include the following steps. 

 Removing staples, paper clips, binder clips, etc.  
 Removing documents from folders, bindings or notebooks  
 Bursting multi-page forms into individual images 
 Orienting and straightening pages  

 Repositioning sticky notes such that they do not obscure document text, either on the 
page on which the sticky was originally applied, on the back of that sheet, or on another 
sheet of paper that would become part of a multi-page document. 

 Inserting laser printer generated bar coded Tag lead sheets as necessary 

 Special preparation of small and oversized documents to ensure quality of the scanned 
image 

 In some cases maintaining the existing time-ordered sequence so that during retrieval, 
sorting the scanned documents on the scanned date/time index field will result in a 
presentation order similar to what is available in the paper folder today 

 Inserting Sumter Countycreated Tag Sheets 

Scanning Letter/Legal  

Documents will be delivered to scanning stations in boxes, each box marked with its box 
identifier and containing a set of unique folders. The box number will be used as the 
batch number. Each batch will be scanned and written to a directory name equal to the 
batch number, with a separate set of directories each batch of documents.  Files will be 
named in the format bbbbnnnn.tif, where bbbb is the batch number, and nnnn is the 
sequential order of scanning. Thus, the 123rd page of batch 150 would be named 
01500123.tif. 
 
Each page will be scanned double sided, at 300 dpi, with blank pages deleted by the 
scanning software. This will allow for manual adjustment by the scanner operator to 
accommodate changes in size, paper type and contrast of individual pages. The scanner 
operator will visually inspect each page as it is scanned to determine the acceptability of 
basic image legibility and skew. Images not meeting these criteria will be immediately 
rescanned, maintaining the original order and filename.  
 

File Transfer  

Images will be scanned directly to the scan server, which will be in a secure, protected 
scan area. Images will be copied to a back up server daily. After indexing, Quality 
Control and post processing, the images will be delivered via electronic media to a 
designated Sumter County employee. Thirty days after acknowledgement of receipt of 
the data by Sumter County the images will be deleted from the server.   
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Tag Sheet Capture  

Upon completion of scanning, each batch will be placed in an Indexing Queue, 
whereupon indexing will proceed. Indexing consists of identifying the initial image for 
each document, and assigning appropriate values to the Sumter County identified fields 
for those documents. In narrative form, the process will proceed as follows. 
 

1. The first image of a document will always be an “Index” separator sheet. The 
following sheets contain pages related to that particular record. All images 
between the lead separator sheet and the next lead separator sheet relate to the 
same record.  The data will be captured and the index data will be created and 
used to create the import files.  

2. The image following the separator break sheet will be page one of the first 
document.  

3. If the next image is not a separator sheet, it is page two of the document all fields 
will be copied from the previous image along with the new image file name. 
These images can be bound to a multi image file if required.   

4. If a new lead break sheet is encountered, the process reverts to step 1. 
 
In the event that an image is encountered which contains no data, the image will be 
flagged as a blank page and deleted. 
  
All documents will be prepped by PWD with targets inserted either in or affixed to 
documents. At this time, the following attributes have been identified by PWD staff for 
inclusion with the scanned documents. These attributes need to be added on the EMC 
AppXtender/WebXtender platform. Attribute fields that are required entry will be noted 
on target sheets.  

  **Dept  
  To  
  **Subject  
  Date (MM/DD/YYYY)  
  From(name)  
  From(Co/Agency)  
  Road  
  Project Name  
  Date Rec(MM/DD/YYYY)  
  Retention  
  Scanon (MM/DD/YYYY)  

 
** Designates a Required index and must be populated.   
 
Fields that are left blank on the PWD index sheet will be left empty in the metadata file.   
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Scanning - Large Format Work Flow 
 
The following is a description of the services that will be provided by Scanning America, 
Inc. in converting drawings to raster images. 
 
              a. All drawings submitted will be batched in quantities of approximately 500 and 
assigned a work order.  This will allow for immediate up to date responses to work flow 
questions, should they occur. 
 
              b. Each batch will be scanned at 300 DPI scan resolution to Scanning America’s 
attached scanning procedures. 
 
              c. Once the files have been scanned they will be converted to a .pdf file format. 
 
              d. When the file conversion has been completed the following file edits will be 
performed on each file to the specification as listed. 
 
Recommended General Requirements 
 
                     <1> Cropping.  The raster image will be cropped to within one inch of the 
outermost vertical and horizontal graphic elements of the drawing. 
 
                     <2> Despeckling.  To eliminate all single pixel speckles. 
 
                     <3> Deskewing.  Not to exceed 0.5 degrees when measured           
                            as the angle between a line on the drawing intended to be  
                            horizontal and a 0-degree line. 
 
         e.  During the editing process each file will be visually checked to insure   
                  legibility and scan quality. 
 
              f.  All scanned images and will be returned on client provided external  
                  drive. 
 

g. Operators will detail QC every image for clarity and legibility.  
 

h. All files will then be assigned a quality rating of “passed or “not    passed”.  
 

i. A rescan will be requested for any images that fail this quality check.  
 

j. Images that fail a rescan will be listed in a separate directory as "bad scans"  
 

k. Operators will mark each image for the following edits: 
 
   i.  rescan 
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   ii.  rotation for right reading 
 
   j. After completion of the data base edits the file edits specified a rescan list will 
be provided.    
              
Re-scanning 
At the completion of initial indexing, a program will retrieve the records for all images 
flagged as unacceptable. This list will be routed to the Re-Scan Queue. Since the file 
name contains the batch number and sheet sequential number, the re-scan team will be 
able to locate the original sheet, re-scan to the same file name and compare it to the 
original image. This re-scanned file will then replace the original file, and the image 
name placed in the Re-Index Queue. The senior indexer will then examine the new image 
for acceptance and make any necessary corrections to the index record for that image. 

Quality Control  

This stage serves as the primary Q.C. stage, since it is the Q.C. operator who must 
examine the image most closely and is able to determine the legibility and correctness of 
the image. Failures in image quality, not attributable to the prepper’s note of poor 
original, will be flagged at this stage, and flagged images returned for re-scanning. 

Document Binding  

SAI’s equipment is capable of the separation and processing as unified sets and 
multipage documents of varying page counts. When indexing and re-scanning of a batch 
is complete, it will be placed in a Processing Queue. The index records for that batch will 
be examined, and all images belonging to the same document identified and bound 
together as a multi image files. The file name will be the name of the first image of the 
document or any other agreed upon format.  

Document Verification 

Prior to creation of the deliverable media each batch will be tested in software to 
determine the following: 
 

1. For each record in the index, there is a corresponding image file, and for each 
image file, there is a corresponding index record. 

2. The total number of pages in the multi image file equals the total number of pages 
scanned, less the number of images marked for deletion. 

3. Each image header complies with import requirements, including tag numbers, 
resolution, and image dimensions.  

4. All file sizes are greater than 5 kilobytes. 
5. Field values in the index records are within defined limits and correct format. 

 
In addition to the software checks, a final QC will be conducted prior to media creation. 
This procedure will check 10 % of all images within the batch for compliance 
 
When document verification is complete, batches will be combined to produce data sets 
of as required and written to DVD for SAI archive. Images will be written to batch 
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directories. There will be an index for each directory, or, if desired a single index at the 
root directory for all images. Files will be transferred on a weekly basis, or at a time 
preferred by Sumter County.  

Post Prepping 

After all images from a box have been accepted by indexing, the box will be returned to 
post prep. The pages will be returned in the same box and in the same order in which they 
have been scanned.  
 
Quality Control / Quality Assurance 
SAI will apply to this project its standard Quality Control and Quality Assurance 
procedures, modified to comply with any additional requirements of Sumter County.  
 
Scanning America employs a quality assurance program based on the results of an 
internal audit and 23 years of experience.  
 
The result of the internal audit was the development of a comprehensive QA program 
based on two fundamental concepts. 
 

1. A thorough definition of the product to be delivered is required before any quality 
assurance processes can be applied. 

2. A properly designed and tested set of procedures, correctly followed, will result in 
quality output.  

 
Each batch will be subject to a software check to determine that: 
 

3.    The total number of pages in the batch equals the total number of pages scanned, 
less the number of images marked for deletion. 
4.    Each image header complies with file format requirements, including tag 
numbers, resolution, and image dimensions.  
5.    All file sizes are greater than 5 Kilobytes. 

 
Accuracy Rates   
Scanning America strive to achieve an accuracy rate of ninety-nine (99.0%) for all 
documents scanned, imaged, and indexed, except for those specifications or image 
attributes requiring 100% accuracy.  For example, a batch of images will be rejected if, in 
a random sample lot size of 200 images, more than one image is found to be missing, 
duplicated, illegible, or otherwise defective.  

 

Examples of items required to be 99.0% accurate include: 

 File and image characteristics: level of compression and image size 

 Image quality: blurred or indistinct image, loss of distinct features or lines, 
incomplete capture of page content, skewing, failure to apply treatment to printed 
halftones.  
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Examples of items required to be 100% accurate include:  

 Content of file headers and tags  

 File format  

 Compression algorithm  

 Resolution  

 

Scanning America will develop and submit written procedures and acceptance criteria to 
be utilized for sample testing during the life of the project.  These procedures and criteria 
include allowances for rejection of any batch of scanned, imaged, and indexed documents 
that do not meet the specified accuracy criteria.  As requested, on a case-by-case basis, 
SAI agrees to re-image and re-index all of, or individual records contained in, any batch 
that is rejected due to error at no additional cost. After award of the contract, SAI will 
update the written procedure drafts and submit for review, revision, and acceptance. 

The quality and accuracy of the delivered scanned images and indices are vital to 
acceptance of work performed by SAI. In the event that it is determined that document 
images or indices are incorrect or that images are of poor quality resulting in failure to 
meet the established 99.0% accuracy rating, SAI will provide corrective action to 
reproduce accurate images and indices for the records in error at no additional cost.  
 
Schedule  
The scanning will be substantially completed in less than four (4) months from Notice to 
Proceed with an additional one (1) month for final completion of the entire project. 

The estimated number of batches or trips will be one or two. If all the documents are 
ready at one time the estimated time to complete the project is less then sixty (60) days.   
 
Inspection and Acceptance of Images/Database  
All unacceptable images, filenames, directory names or entire batches will be corrected at 
no additional cost to Sumter County for a period of twelve (12) month after delivery. 
Sumter County shall have twelve (12) months to approve or submit needed corrections to 
images beginning the date after the electronic transfer of images to Sumter County. All 
scanned images and indexes of records described in this document, produced under the 
terms of this agreement shall become and shall remain the sole and exclusive property of 
Sumter County. 
 
Document Security 
SAI’s mission is to be the leader in our industry by creating long-term value for our 
customers through exceptional service and innovative products. Our focus is the complete 
protection of your entity’s information assets.  
 
On site and off site, SAI incorporates the highest levels of technology available to 
provide the most secure environment for both your hard copy records and electronic 
media storage.  
 

11/30/2012 Scanning America. Inc. 33 of 38

COPY



 

Our strong financial position allows us to acquire progressive technology, which leads to 
exciting new products and services that benefit the client. These advancements allow you 
to explore a broad spectrum of information management options. 
  
At SAI, our only goal is to provide you with the most efficient, cost effective solutions to 
your records imaging challenges.  
 
Our record of excellence begins with our commitment to service, our high operational 
standards, experienced staff and the reliable information management solutions we offer. 
Those solutions are built around: 

 
Our facilities incorporate the highest levels of technology available to provide the most 
secure environment for your records. Security and fire systems are monitored twenty-four 
hours a day, seven days a week by a central station. Boxes are placed on shelves to insure 
safe and orderly storage of your information. Our information management centers are 
built to meet or exceed industry standards to offer you the highest degree of protection. 

 
Having your records readily available when you need them saves valuable time and 
money.  SAI will deliver your requested documents or to your office or other designated 
area.  If you need information immediately, timely deliveries are guaranteed. 
 
SAI utilizes sophisticated, computerized state-of-the-art bar code technology.  Bar code 
scanning feeds information into a computer faster and more accurately. Our system-wide 
bar code markings assure you the highest level of safety by eliminating the need to put 
identifying names or markings on the outside of your carton.   It also offers you the 
highest degree of security.   
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Attachment A 
 

Information and IT Security - Scanning America, Inc. 
 

Introduction 
 
The purpose of document is to describe the security guidelines regarding the 
safeguarding of client information in all forms (paper, film, and electronic) in Scanning 
America’s possession.  They are designed to prevent or respond to any foreseeable 
threats, unauthorized use or disclosure of this client information. 
 

Objectives 
 
Any information provided by a client to Scanning America, Inc (SAI) will be treated as 
confidential information.  This information may be in any form such as:  electronic 
images, documents, databases, or physical documents such as paper records or 
microfilm.  The security and confidentiality of this information will be maintained at all 
times.  This includes the following: 
 

 Protecting the physical documents from unauthorized access. 
 Ensuring the proper disposal of any documents or electronic media. 
 Protecting any electronic information from unauthorized access. 
 Maintain the security and integrity of any information in our possession 
 Respond appropriately to any threats to these objectives. 

 

Threats 
 
The following are some of the foreseeable threats to client information in our possession: 
 

 Misplacing documents or information. 
 Loss of documents or information from natural disaster. 
 Allowing unauthorized access to documents or information. 

 
 

Safeguards and Procedures to Protect Information Overview 
 
All of the following safeguards and procedures are designed to protect both physical 
documents and electronic information from the foreseeable threats.  They break down 
into the following categories: 
 

 Security of our facility 
 Security of our network and IT equipment 
 Secure document handling and tracking 
 Employee related security 
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Security of our Facility 
 
We maintain a secure facility at all times in order to prevent unauthorized access to any 
information in our facility.  This security consists of the following safeguards and 
procedures: 
 

 Card Key Access Control – Each employee has a card key that allows them 
access to certain doors at our facility.  Access is controlled as needed and 
logged.  All exterior doors are locked at all hours except our main entrance which 
is unlocked during normal business hours while the front desk is attended. 

 24-hour Security Monitoring – We have an alarm system that is monitored 24 
hours per day by Overfield Corporation of Lawrence, Kansas, a UL approved 
monitoring station.  In addition to motion detectors and entrance alarms, this 
system also monitors smoke and fire detection.  The monitoring service 
dispatches a private security firm, police, or fire department as needed in addition 
to notifying company officials. 

 Private Security Patrol – We have random security patrols provided by a 
licensed and bonded firm, Mil Spec Security of Lawrence, Kansas.  This service 
patrols every day of the year as well has responds to alarm calls. 

 Video Surveillance – We have video surveillance of all critical areas of our 
facility that record constantly and can be remote monitored. 

 Facility Security Policies – We have policies in place to further secure our 
facility.  These include not allowing unescorted visitors, inactivating any 
unaccounted key cards, and changing alarm codes periodically. 

 Secure Destruction of Documents – We use Cintas of Kansas City, Kansas to 
destroy any documents in a secure manor as needed.  No client information 
whatsoever is disposed of through insecure means. 

 

Security of Our Network and IT Equipment 
 
We maintain a secure internal network including securing all IT equipment and 
maintaining the security of any external connections.  These are some of the safeguards 
and procedures to insure this: 
 

 Restricted External Access – Our production systems do not have any access 
to the internet unless this is required for the tasks performed. 

 Secure Firewall – All systems are protected from unauthorized access by 
secure firewalls.  We currently use the Sonicwall 2040 Pro to provide the 
following functions: 

o Restricted access of IP’s and ports 
o Intrusion protection 
o Gateway anti-virus 
o Gateway anit-spyware 
o Gateway email filtering 
o Access Logging and Control 
o Secure VPN 

 Anti-virus and Anti-spyware Protection – We currently use Symantec Antivirus 
software on all of our computers.  This software is in addition to the protection 
provided at our firewall.  The software monitors updates daily and loads them 
automatically when they become available. 
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 Encrypted VPN – Any external access that we have to our network goes through 
secure encrypted VPN at the firewall. 

 External FTP – We host our FTP server, for secure file transfer, isolated from 
our network on its own firewall segment. 

 Account Access Control – Employees have network rights depending on their 
needs and access is controlled through password protected accounts on our 
Microsoft Windows 2003 Servers. 

 PGP Encryption – We offer secure data encryption of any media we produce 
using secure PGP encryption technology. 

 Secure Data Wiping – We use secure data wiping programs to permanently 
remove any client data from our IT systems when projects are completed. 

 Software Updates and Security Patches – Our on staff system administrator 
constantly maintains current upgrades and security patches on all of our 
systems. 

 Secure Destruction of Storage Media – We use Cintas of Kansas City, Kansas 
to destroy any electronic media no longer needed such as CD and DVDs. 

 Network Security Policies – We have polices in place to enhance our network 
security.  These include restrictions on installing unauthorized software as well as 
restrictions on email attachments that can be harmful. 

 
 

Secure Document Handling and Tracking 
 
Part of securing documents is to know where they are in our process at all times.  We 
utilize an internally developed software application, called eProject, to track the location 
and status of all documents in our possession at all times.   Documents are logged into 
and out of our building using bar-code readers and the locations are tracked in our 
software.  This also tracks which personnel were involved with each box during various 
tasks such as preparation and scanning.  Here are the safeguards and procedures that 
we use to secure the handling of documents: 
 

 Bar-code Labeled Boxes – All documents are stored in secure bar-code labeled 
boxes with tight fitting lids. 

 Bar-code Scanned Tracking of Boxes – All boxes are scanning into and out of 
our facility by bar-code readers for tracking. 

 Secure Document Storage – All documents are stored in clearly separated and 
secure areas by client. 

 Secure Transport – We offer secure transport of documents in our own locked 
trucks driven by our own personnel.  This minimizes the handling of the 
documents and keeps the chain of custody to one company (us). 

 Document Handling Procedures – We use secure document handling 
procedures during the production process.  These include things such as 
avoiding mixing documents by handling only one record at a time, and using 
secure shredding of anything that requires disposal. 
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Handling of Confidential Information by our Employees 
 
We insure that our employees are aware of the importance of maintaining document and 
information security at all times.  We also have various safeguards and procedures in 
place relating to employee interaction with client information: 
 

 Background Checks – All new employees must pass a background check prior 
to hiring with special attention to any dishonesty crimes or fraud. 

 Employee Non Disclosure Agreements – All employees must sign a non 
disclosure agreement protecting all client information from disclosure. 

 

Responses to Unauthorized Access or Disclosure 
 
In the even of any detection of unauthorized access or disclosure a full investigation will 
be conducted utilizing internal and external resources as required.  The following steps 
will be taken: 
 

 Attempts to determine the scope of the breach will be made. 
 Attempts to recover any and all data will be made if possible. 
 Clients will be notified as soon as possible and provided as much information as 

is possible. 
 Appropriate law enforcement agencies will be notified. 
 All appropriate legal action will be taken to continue to protect the information. 
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